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1 Vernam cypher

a) “Alice” picks a short secret word, expresses it in terms of Ascii code (the plain text)

and keeps this secret.
“Alice” generates a secret binary key and shares it with “Bob.”

“Alice” does bitwise addition between the secret key and the plain text and sends the
resuiting cypher text to “Bob.”

“Bob” does bitwise addition between the secret key and the cypher text. Does this
match the original plain text? Does Eve know the plain text?
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2 BB84 — no evesdropping

a) Alice generates a random string of key bits. Alice also generates a random string of
choices of basis. Using a random number generator, produce both such choices for ten
key bits and bases choices; record these. Write down the states of the qubits that Alice
transmits to Bob.

b) Bob generates a random string of choices of basis; record these choices!

c) Bob measures successive qubits in the bases that he chose. When his basis choice
matches that of Alice, write down bit value attained from the measurement outcome.

d) Compare the strings of bits that they generate when their bases choices agree. Do these
match?
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3 BB84 — with evesdropping

a) Suppose that Alice and Bob both choose to use the Z basis for a particular qubit.
Suppose that Eve chooses the same basis. Will their bit values all match with certainty?

b) Suppose that Alice and Bob both choose to use the Z basis for a particular qubit.
Suppose that Eve chooses the same X basis. Will their bit values all match with
certainty? Analyze all possibilities.
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